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The IGEL Solution

IGEL OS is the managed endpoint OS for secure and rapid access to company apps,
data, and workflows from any device, from anywhere. Take the endpoint out of the
security equation so that employees can collaborate and work productively.
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Secure OS Management

Unify and Control All Your Endpoints

o Secure TLS tunnels
o File transport encryption
oNo VPNS necessary

o Secure shadowing

o Centralize updates
o Streamline patches
o USB port control

\k‘l// o Secure browser management
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IGEL OS is secure by design with built-in security
capabilities to protect your endpoints.
o A read-only OS
oModular control

L o Lightweight, minimal attack surface

o IGEL Chain of Trust verified boot
o End-to-end system integrity

o Microsoft Secure Boot certified
o Supports LVFS BIOS update *

Evolving
Ecosystem

Multi-layer approach to endpoint
security with integrated technologies
o |IGEL Ready partners

o Integrated PKCST1 libraries

o Multi-factor authentication

o Single sign-on technologies

o Biometric solutions

Trusted
Partner

Proactive security checks by IGEL security team E |
protect your endpoints and your business.

o Frequent vulnerability assessments

o Secure Software Development Lifecycle (SDLC)
o Security bulletins to customers

o Regular independent Pen testing
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* Learn more about Linux Vendor Firmware Service
(LVFS) on IGEL Knowledge Base



https://www.igel.com/security-at-the-edge/
https://kb.igel.com/igelos-11.08/en/bios-update-for-devices-supported-by-lvfs-63806668.html

Prevention and Recovery

IGEL protects your endpoints by obstructing malware attacks with IGEL OS, and
enabling quick, seamless recovery after an attack with the IGEL UD Pocket.
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IGEL OS

is the managed endpoint
OS for secure access to
any digital workspace on
any device.

Disaster Recovery with IGEL UD Pocket

Regain control of remote
devices and digital workspaces,
even infected endpoints with
IGEL UD Pocket

www.igel.com/disaster-recovery/

Future-proof with IGEL OS

Accelerate the time to value of your digital workspace investment with secure IGEL OS on the endpoint. Optimize your VDI
and DaaS environment or hybrid cloud migration with IGEL OS and your choice of market leaders Citrix, VMware, Microsoft
and leading cloud solutions. IGEL stays in lockstep with our partners' technologies to ensure compatibility and a streamlined

user experience.
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£IGEL ' Each IGEL firmware release extends
READY | capabilities, and includes integrated

devices, allowing users to work productively and

@ IGEL OS is pre-installed on HP, Lenovo, and LG
securely on any device from any location.

features from our evolving ecosystem of

IGEL Ready partners. This steadfast dedication to progress
and alignment with our customers' needs and market
demands ensures IGEL OS is the best choice at enterprise

scale.

Request a 12 Minute Security Demo

igel.com/security-demo

Give your existing endpoint devices a new life
with secure IGEL OS. Saving on new hardware
purchases allows you to allocate budget to other
digital workspace plans.

Learn more on

igel.com/security
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