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IGEL is simple, smart, and secure.    

Your POC setup can be divided into five sections: 

 
 
 
 
 

Install IGEL OS on an Endpoint 

 

 

 

 

 

 

NOTE

 

Option 1: Repurposing Existing Hardware with IGEL OS 

• 

• 



 

 

Create an IGEL OS-formatted USB stick to convert your endpoint. 

• 

• 

• 

NOTE:

ADDITIONAL NOTE:

• 

• 

Convert the target endpoint. 

• 

• 

• 

 

https://www.youtube.com/watch?v=4hEokxorLUQ
https://www.youtube.com/watch?v=w-EMUDS5Tb0
https://www.igel.com/software-downloads/workspace-edition/
https://www.balena.io/etcher/
https://www.balena.io/etcher/
https://www.youtube.com/watch?v=4hEokxorLUQ
https://kb.igel.com/igelos-11.05/en/installation-procedure-42011502.html
https://kb.igel.com/igelos-11.05/en/installation-procedure-42011502.html
https://www.youtube.com/watch?v=w-EMUDS5Tb0


 

Option 2: Purchase New 3rd-Party Hardware and Install IGEL OS  

 
 

Option 3: Purchase IGEL Hardware 

Option 4: Purchase a UD Pocket from IGEL 

https://www.igel.com/ready/showcase-categories/endpoints/
https://kb.igel.com/hardware/en/supported-devices/third-party-devices-supported-by-igel-os-11
https://kb.igel.com/hardware/en/supported-devices/third-party-devices-supported-by-igel-os-11
https://www.igel.com/igel-solution-family/endpoints-and-certified-hardware/


 

• 

• 
• 

• 

• 

Install the Universal Management Suite (UMS) 

 
 
 

Prepare the Server 

Install the UMS Software 

• 

• 

• 

• 

• 

• 

• 

https://kb.igel.com/endpointmgmt-6.08/en/installation-requirements-47711711.html
https://kb.igel.com/endpointmgmt-6.08/en/installation-requirements-47711711.html
https://www.igel.com/software-downloads/workspace-edition/
https://kb.igel.com/endpointmgmt-6.08/en/changing-the-ums-superuser-47712694.html
https://kb.igel.com/endpointmgmt-6.08/en/changing-the-ums-superuser-47712694.html


 

UMS Server 

IGEL 

Endpoints 

UMS Console 

IGEL 

Servers 

 

LAN Internet 

MS Active Directory 

(Optional) 

Configure UMS Network Ports 

UMS Server 

IGEL Endpoints 

UMS Console  

IGEL Servers 

 

https://kb.igel.com/endpointmgmt-6.08/en/ums-communication-ports-47710861.html


 

Register Your Endpoints with the UMS Server 

 
 

Manually Scan for your IGEL Endpoints 

• 

• 

 
• 

 

 

 

 

 

• 

 

Set up a DNS Record or DHCP Tag for Automatic Registration 

Enable Automatic Registration in UMS 

• 

• 



 

 

Creating a DNS Record  

• 

• 

 

 

 

 

 

Creating a DHCP Tag 

• 

• 

NOTE



 

License Your Endpoints 

Option 1: Obtain a Delivery Token from Your IGEL Rep. 

NOTE

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

 

activation.igel.com


 

 

Option 2: Fetch a License Directly from the Endpoint 

NOTE

• 

• 

• 

• 

• 

• 

NOTE

• 

• 

Option 3: Download a License for Up to 3 Devices from the IGEL Website  

NOTE

• 

• 

• 

• 

• 

• 

• 

https://www.igel.com/form-download/


 

• 

• 

• 
• 

• 

• 

• 

NOTE

OPTIONAL: Setup IGEL Cloud Gateway for Managing External Endpoints 

 
 
 
 
 

 

Prepare the Linux Machine 

https://kb.igel.com/igelicg-2.05/en/prerequisites-57324192.html


 

NOTE

 

Prepare the Network for ICG Communications 

 

 

 

NOTE:

https://www.scaler.com/topics/python/install-python-on-linux/
https://www.thegeekdiary.com/how-to-disable-or-set-selinux-to-permissive-mode/
https://www.thegeekdiary.com/how-to-disable-or-set-selinux-to-permissive-mode/
https://kb.igel.com/igelicg-2.05/en/preparing-a-linux-machine-for-installing-igel-cloud-gateway-icg-57324550.html
https://kb.igel.com/igelicg-2.05/en/using-igel-cloud-gateway-on-microsoft-azure-marketplace-57324489.html


 

NOTE:

 

NOTE:

Choose and Prepare the ICG Certificate 

  

  

  

 

 

https://www.ibm.com/docs/en/arl/9.7?topic=certification-extracting-certificate-keys-from-pfx-file


 

 
 

 
 
 
openssl pkcs12 -in [yourfile.pfx] -nocerts -out [drlive.key]

 
openssl pkcs12 -in [yourfile.pfx] -clcerts -nokeys -out [drlive.pem]

 

openssl rsa -in [drlive.key] -out [drlive-decrypted.key]

NOTE:

Perform the ICG Installation 

 
 

• 

• 

https://kb.igel.com/igelicg-2.05/en/certificate-requirements-and-recommendations-for-the-igel-cloud-gateway-icg-57343178.html


 

• 

• 

• 

• 



 

• 

• 

• 

• 

• 

 

 



 

• 

• 

• 

• 

• 

• 

• 

https://www.igel.com/software-downloads/enterprise-management-pack/
https://www.igel.com/software-downloads/enterprise-management-pack/


 

• 

 
 

 

 

• 

• 

Connecting an Endpoint to ICG 

 
 

• 

https://kb.igel.com/igelicg-2.05/en/installing-the-icg-without-remote-installer-57324568.html


 

• 

• 

• 

• 

 
 

• 

• 



 

• 

• 

• 

• 

• 

• 

• 



 

• 

• 

• 

• 

NOTE:

Configure the External Repository 

• 

• 

• 



 

• 

• 

• 


