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COMMON TYPES OF CYBER ATTACK



Look Familiar?
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Is this what you thought it was?
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Did you know....
Device HW ID Spoofing Is a thing?

It Is possible to spoof HW vendor and Device |ID’s?

“Other USB Devices” CAN BE recognised as HID devices!
- USB Charger Cables Firmware Logic Spoofing

RISK - Silent installers/apps could auto launch in the
background and start collecting date or instal malicious SW.

Lenovo 2024 Lenovo



| ns plan to

brk

Impleme
model

securl
whether the h
controls are an

-or-not _d&ision.

Lenovo 2023 Lenovo. All rights reserved. 6



IGEL OS — USB POLICIES



Lenovo ThinkShield Hardware Defense
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Strengthen security Full visibility and
ecosystem and control of PCs and
view risk scores .a peripherals
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IGEL OS +

Lenovo
ThinkShield
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- Our Approach to Cyber Resilient Endpoints

T——

Below The Operating System At The Operating System In The Cloud
 Firmware Security & Bios Self- » Data Wipe * Al Endpoint Protection,
Healing Detection & Response
e Software Inventory & .
« Hardware Inventory Monitoring * Ransomware Protection &
Rollback
e Track, Map. Lock, Wipe Device e Patch Management

¢ Browser Protection

Disk Encryption » Passwordless Authentication
* Phishing & Malware Protection

e Data Containment



Preventative, Multilayer Security to Help Keep You Safe

Proactive, resilient, and fully equipped to face the cybersecurity challenges of now
and next. Together, we form an end-to-end defense strategy, providing unparalleled

protection for your organization's endpoints.
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|GEL Ready SE10 Series

Powerful performance with reliable

ThinkEdge
Clients

Lenovo ThinkEdge clients are
purpose built for'streamlined edge SE30
computing, fostering efficiency

SeCUI’Ity and SeamleSS |nnovaf|0n For enterpriseautomat_iorj,smart retail,
1 bUS|neSS Opel'atlonS and smart buildings

Data-ready and secure
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and easy to manage no matter the
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IGEL OS + Lenovo Think Edge

IGEL OS on Lenovo Think
Edge products ensures the
highest levels of security and
operational resilience at the
edge!

o Secure Digital Signage

 PoS Devices

« \Warehousing

e Manufacturing/Productions
lines

* Registration Web Kiosks

o Patient Kiosks
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Visit Lenovo In the
vendor village to learn
more about our IGEL
Ready range!
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