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Secure Private Access
Deployment choice as SaaS, Hybrid & On-prem

Continuous Monitoring & 
policy enforcement

Identity, device, risk, location

Agent based 
& agentless access 

modes
Corp managed and BYO devices

Adaptive authentication 
& single sign-On

Device posture, MFA, modern and legacy auth & SSO 
methods 

Global scalable
POP infrastructure
Optimal traffic routing, access brokering &

geo availability

Admin console & 
management 

Simplified portal with Web Studio integration

Zero Trust per 
app access

authorized access per least privilege principle to all 
apps (SaaS, Web, TCP/UDP)



Zero Trust Network Access with Citrix Secure Private 
Access on IGEL OS for All Apps
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Identity & 
Posture

Context 
Aware

Continuous 
Enforcement

Least 
Privilege

NetScaler 
Gateway

Connector 
Appliance

Multi factor authentication

Per application access

Contextual access 

Central Observability

Continuous Device posture Scans

Session activity monitoring 

Unified login experience 

SOC integration



Citrix SPA + IGEL OS — ZTNA integration
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Roadmap
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Phase 1
(Oct, 2024)

• Citrix Secure Access agent     available 
with IGEL app portal 

• ZTNA based access for IGEL devices 
with Citrix Secure Private access

• Multi factor authentication

• Device posture check

• Support on SPA service and SPA on-
premises deployments

Phase 2
(End of 2024)

• Citrix Secure Access
application management using IGEL 
UMS portal

• Continuous monitoring and 
enforcement

• Enhanced Triaging and troubleshooting 
capabilities

Phase 3
(Early 2025)

• Single Sign On with Entra ID

• Seamless SSO with Citrix 
Workspace App

•  Auto logon using Device Cert
(Only with NetScaler for
On-Premises or Hybrid 
deployments)



Windows 11

M&A and
3rd Party Access

Sustainability

Data Protection 
& Compliance

Manageability

Hybrid work Business Continuity 
& Disaster Recovery

TCO &
Optimization

Ransomware Protection 
& Cyber Resilience

Dell ThinOS

DEX & SIEM

Establish
Trust Isolate

Smart 
login

VDI  
DaaS 

Browser

IAM 
UEM

SSE/SASE

All x86 
HW-platforms

PSM

IGEL Preventative 
Security Model  

(PSM)

PSM enables
• Reducing Attack Surface by 95%
• Zero Trust Architecture
• Simplified End Point Security
• Significantly Reduced Ransomware
• Entra ID/CA, Workspace One & SSO
• Conditional/Contextual AC
• Smartcard: Imprivata/90M/AuthX




