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The EUC Event for Now & Next
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|(GEL Advanced Device Redirection

» Generic USB devices

» Serial port Devices

» Webcams / Microphones

* Blometrics

» Scanners (TWAIN)

* Printers

* Ingenico Credit Card readers
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|(GEL Advanced Device Redirection

In-protocol USB and Serial device redirection
* Microsoft AVD & Cloud PC
» Citrix Virtual Desktops and Apps
* Omnissa Horizon Desktops and Apps
 Amazon Workspaces

Multi-nop scenarios

Low Latency

Single and multi-session remote hosts

Full device Isolation across shared sessions

IGEL



|(GEL Advanced Device Redirection

Per-cndpoint License

Controlled by ILP, deployed/managed by UMS
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Endpoint Business Continuity
& Disaster Recovery




Ransomware & Update Outage Events

CryptoLocker

Private key will be destroyed on

03/14/2024
13:34

Time left

71:59:49

Your personal files are encrypted!

Yout important files encryption produced on this computer: photos, videos, documents, etc. Hereis a complete
list of encrypted files, and you can personally verify this.

Encryption was produced using a unique public key RSA-2048generated for this computer. To decrypt files you
need to obtain the private key.

The Single Copy of the private key, which will allow you to decrypt the files, located on a secret server on the
internet; the server will destroy the key after a time specified in this window. After that, nobody and never will be
able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you need to pay 300 USD / 300
EUR / similar amount in another currency.

Click <<Next>> to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate destruction of the private key by
server.

NEXT >>

Your PC ran into a problem and needs to restart. We're
just collecting some error info, and then we'll restart for
you.

85% complete

For more information about this issue and possible fixes, visit our website.

If you call a support person, give them this info:

Stop code: 0x00000000




Impact of a Ransomware Event

CryptoLocker

Private key will be destroyed on

03/14/2024
13:34

Time left

71:59:49

Your personal files are encrypted!

Yout important files encryption produced on this computer: photos, videos, documents, etc. Hereis a complete
list of encrypted files, and you can personally verify this.

Encryption was produced using a unique public key RSA-2048generated for this computer. To decrypt files you
need to obtain the private key.

The Single Copy of the private key, which will allow you to decrypt the files, located on a secret server on the
internet; the server will destroy the key after a time specified in this window. After that, nobody and never will be
able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you need to pay 300 USD / 300
EUR / similar amount in another currency.

Click <<Next>> to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate destruction of the private key by
server.

NEXT >>

L. 0SS Oof revenue

Reputational

damage

Impact to user
productivity

Costofcleanup/
remediation
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|GEL UDPocket

Total Recovery time < 3 minutes

IGEL OS ona USB

» Bootscleanto IGEL OS

» Utilize In-place hardware - even If compromised

* Quickly connect to re-instated hosted desktops and
applications

1. Turn off devices
2. PluginIGEL UDPocket

5. Turn power back onto device

Get back to working




Windows  |GEL

Disaster recovery
Windows & IGEL Secure OS
Locally installed, Dual-Boot

BYOD/Snow Day device
|GEL Secure OS
USB device - fully portable

Disaster recovery
|IGEL Secure OS
USB device

Company issued IGEL device
IGEL Secure OS
Locally installed



|GEL Emergency Recovery - Dual Boot Mode

Custom
Hotkey
Overlay

N P

IGEL

112

N P

IGEL

911




Ransomware Simulation Demo

CryptoLocker

Private key will be destroyed on

03/14/2024
13:34

Time left

71:39:49

Your personal files are encrypted!

Yout important files encryption produced on this computer: photos, videos, documents, etc. Hereis a complete
list of encrypted files, and you can personally verify this.

Encryption was produced using a unique public key RSA-2048generated for this computer. To decrypt files you
need to obtain the private key.

The Single Copy of the private key, which will allow you to decrypt the files, located on a secret server on the
internet; the server will destroy the key after a time specified in this window. After that, nobody and never will be
able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you need to pay 300 USD / 300
EUR / similar amount in another currency.

Click <<Next>> to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate destruction of the private key by
server.

NEXT >>




IGEL

|GEL Endpoint Business Continuity

N P

‘Simply IGEL it”



