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The EUC Event for Now & Next
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Most Pervasive Application Delivery Platform
on the Planet

The Browser

5B Global Users

The defacto standard
for consumers

Except the browser isn’t an enterprise application
delivery platform

ISLAND. THE ENTERPRISE BROWSER.



So we surround it with an endless security
stack.

BACKHAULING TRAFFIC

FIREWALLS WITH SSL MITM

CLOUD PROXIES
NETWORK DLP

SANDBOX

PROXY CHAINING

WEB FILTERING

DNS FILTERING

SECURE WEB GATEWAY
REMOTE ISOLATION
ENDPOINT ROUTING AGENT
VDI
ANTI-VIRUS DLP AGENTS MDM AGENTS
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Deploy countless agents and software to
ensure the business can operate

BACKHAULING TRAFFIC

CLOUD PROXIES

REMOTE ISOLATION

60

ANTI-VIRUS

Island | Confidential

FIREWALLS WITH SSL MITM '

SANDBOX

PROXY CHAINING

DNS FILTERING

SECURE WEB GATEWAY

LEGACY APPS

DLP AGENTS

_ PRIVILEGED ACCESS

PERFORMANCE MGMT

VIRTUAL DESKTOPS

NETWORK DLP

WEB FILTERING

ENDPOINT ROUTING AGENT



REMOTE ISOLATION
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And inject foreign extensions to regain
productivity....

BACKHAULING TRAFFIC

FIREWALLS WITH SSL MITM
CLOUD PROXIES
% % O O D
SANDBOX
PROXY CHAINING

WEB FILTERING

NETWORK DLP
VPN

DNS FILTERING
SECURE WEB GATEWAY

LEGACY APPS RPAS
VPN
VDI

PRIVILEGED ACCESS

o

ENDPOINT ROUTING AGENT

ANTI-VIRUS DLP AGENTS

PERFORMANCE MGMT

VIRTUAL DESKTOPS

Island | Confidential




The Island Enterprise Browser
Transforming the Browser into a Core Enterprise Platform

Consumer Browser Features

Networking
Private Browsing

User Experience (Look & Feel)

Process Model & isolation
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Extensions
Device / Data Synch

Rendering Engine & Codecs
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Enterprise Requirements

Enterprise Trust

Safe & Secure Browsing
Browser-Based RPA
Enterprise Productivity
Privacy

Configuration Management

Management
Last-Mile Control

Security Integration

User Experiences
Traffic Management

IT Supportability



The Island
Enterprise Browser

A Powerful
Enterprise Platform
at the Center of Work

ive control landscape
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Shared Capabilities

(O Last-Mile Controls

O
O
O
O
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O
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O
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Cut / Copy & Paste
Screen Capture
Print / Save
Download & Upload

Data Redaction

Browser-Based RPA

Browser Enforcement

Auditing, Logging & Forensics

Device Posture (Assess & Enforcement)
Internet Explorer Emulation

Web Filtering

Malware Inspection

Secure Storage

Security Tool Integration

Management & Policy

Core

Use-Cases
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Critical Saa$S Contractor:, Consultants, BPO VDI Reduction
& Internal Web Apps and Third-Party Access
Ensure the data interactions with Fully govern how contractors, Replace an unpleasant and costly
Saa$S and Internal Web Apps business process outsources work experience with the fluid and
remain fundamentally secure — and other third parties interact familiar one and users expect
(19)) with your apps & data
BYOD Code Red
Deliver a simple and secure vehicle for Rapidly restore alternative path to
delivering viable BYOD programs to any key applications and services during a
unmanaged device ensuring privacy for catastrophic cybersecurity breach /

both the user and the org

shutdown event

Additional Use Cases

» Safely adopt generative Al services

* Provide native browser isolation

e Safely integrate M&As & joint ventures
 Monitor & govern call center workers

* Protect against ransomware attacks

* Provision disaster recovery browser

e Gain insight into resigning employees’ behavior

* Securely manage divestiture of business units

* Eliminate unnecessary regulatory disclosures
 Govern developer access & usage of source code

* Protect pharmaceutical & chemical formulas

* Geo enforcement for roaming users

* Prevent unauthorized access such as impossible travel

* Privileged access to critical resources for key audiences



Self Protection Security

Threat Intel Feeds

AntiMalware & Phishing

Extension Guard

Attack Surface Reduction

Browser Isolation

Device Posture

@] Security ‘

SIEM/SOAR/Identity
Provider Integrations

360 DLP-MIP,EDM,IDM,OCR

Last Mile Control

File, DOM & Network DLP

Secure Storage

Web Apps Control & masking

Step Up/MFA

CASB Functionality

@ Data Protection ‘ @ Networking / Infra ‘ ‘ i’n& Enterprise Work { |

Device Management

Data Storage

ZTNA for Web / SSH / RDP

Web Categorization & Risk

N/SSL Visibility

Legacy IE 5-11

Privileged Access

Digital Experience

Shadow IT

Privacy & Compliance

Business Workflows

Customized Branding

User Onboarding

Audit, Governance, Visibility, Analytics & Central Management

N P

Analytics, Compliance,
Productivity Reporting

Policy Engine and
Configuration

Island Management Console — SaaS Based

Password Manager

Generative Al

Ad Block

Snipping Tool

Clipboard Manager

App Customizations

Productivity

RBAC, Group Policies, Admin

Audits, MFA




Island on IGEL—from “power on” to Productivity in seconds...
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The Future of Enterprise Browsers

Recent research published by Gartner®

Evolution Spectrum for Secure Enterprise Browsers

. Innovators and Early - Early and Late - Rest
Adopters (0% to 20%) Majority (20% to 80%) (80% to 100%)

Phase 3: Browser as a Platform

Phase 2: Beyond the Browser

Phase 1: Browser for Security and Management

Customer Value

Phase O: Emergence

2020 2023 2026 2029 2032

Source: Gartner
782898 C

Gartner

“It is Gartner’s belief that by
2031, enterprise browsers will grow to
become platforms by which security and
productivity software is delivered and
consumed by the workforce on managed
and unmanaged devices, creating a
seamless experience between home and
work.”

Source: Gartner, Emerging Tech: Security — The Future of
Enterprise Browsers, Dan Ayoub, Evgeny Mirolyubov, Max
Taggett, Dave Messett, 14 April 2023

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the
U.S. and internationally and is used herein with permission. All rights reserved.
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"Can we ’'Island’ that?”

--Global CIO of top 3 US bank



Island & IGEL

* Abstract the layers, simplify the stack

°* Enforce policy at the point of interaction
°* @Gain control over the application layer

°* Environmentally Conscious

°* Rapid time-to-value

* Massive ROI
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